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Introduction 
Software management tools are a class of solutions that have evolved to help administrators manage 
applications over distributed networks. These tools provide important additional functionality not included 
in many applications including—but not limited to—deployment, enforcement, and reporting.  

The goal of this document is to help Trend Micro customers using software management tools monitor 
Trend Micro OfficeScan Client/Server Edition 8.0 (OfficeScan) clients by mapping the purpose and 
location of important client components. The mapping in this document includes: 

• Microsoft Windows service names 

• Microsoft Windows registry entries 

• Log file information 

• File versions 

• Sample data and data descriptions  

 
Note: Trend Micro provides this document—as-is—as a courtesy to interested parties. The 

accuracy of the information is solely the author’s responsibility. Neither Trend Micro nor 
its partners support this document.  

 

OfficeScan Client Services 
A Trend Micro OfficeScan 8.0 client consists of the services in Figure 1 plus several programs, including 
the OfficeScan monitor (PccNTMon.exe). 

 

Figure 1 OfficeScan 8.0 Client Services 

 
 

Table 1 describes the functionality of each of these services, which should be included in any client 
monitoring solution.  
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Table 1 Main OfficeScan Client Services for Reporting 

Service Name Display Name Description 
tmlisten OfficeScanNT Listener • Facilitates communication between the OfficeScan 

client and the server 
• Loads the following services into memory: 

o OfficeScan NT firewall 
o OfficeScan NT Proxy service 
o Add-on Client Management Service 
o OfficeScan Process Management Service 

• Receives commands, notifications and updates 
from the OfficeScan server 

• Sends the OfficeScan client logs to the OfficeScan 
server  

ntrtscan OfficeScanNT Real-time Scan • Performs Real-time, Scheduled, and Manual virus 
and spyware scans on each OfficeScan client 

• Performs Damage Cleanup when necessary. 
TmPfw OfficeScanNT Firewall Provides packet-level firewall, network virus scanning 

and intrusion detection capabilities 
TmProxy OfficeScanNT Proxy Service Provides protection against Web threats. Uses the URL 

filtering engine to obtain credibility ratings from Trend 
Micro for each Web site being accessed and blocks or 
permits access to the site based on that rating. 

 

Windows Registry Entries 
Much of the data that should be included in a monitoring solution for OfficeScan is stored in Windows 
registry entries. Table 2 shows the key registry entries used by OfficeScan clients to store status 
information. 

Table 2 Function and Purpose of OfficeScan Client Registry Entries 

Feature Location Sample Data Value or Format 
OfficeScan Client 
Version 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
ProgramVer 

8.0 String  

Registered 
OfficeScan Server 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Server 

some_server_name 
or IP address 

String 

Registered 
OfficeScan Domain 
(Client Group) 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Domain 

some_domain_name String 

Client Installation 
Time 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\ 
InstTime 

200342  String (HHMMSS) 

NoProgramUpdate HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
NoProgramUpgrade 

0 or 1 DWORD: 
0 = Upgrade Enabled 
1 = Upgrade Disabled 

Personal Firewall 
Status 

HKLM\Software\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\ 
PFW\PFWStatus 

0 or 1 DWORD: 
0 = Not running 
1 = Running 

Virus Scan Engine 
Version (x32) 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
VsApiNT-Ver 

6.810-1005 String 

Virus Pattern File HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
InternalPatternVer 

5.397.00 DWORD 
Hexidecimal (HEX) 
format. Data must be 
converted to decimal 
to appear in the 
correct X.XXX.XX 
version format. 

Virus Pattern 
Install Date 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
PatternDate 

20070422 String = YYYYMMDD 
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Feature Location Sample Data Value or Format 
IntelliTrap 
Exception Pattern 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
InternalIntelliTrapWhiteList 

0.325.00 DWORD: Hexidecimal 
(HEX) format. Data 
must be converted to 
decimal to appear in 
the correct X.XXX.XX 
version format. 

Intellitrap Pattern HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
InternalIntelliTrapBlackList 

0.108.00 DWORD: Hexidecimal 
(HEX) format. Data 
must be converted to 
decimal to appear in 
the correct X.XXX.XX 
version format. 

Spyware Scan 
Engine (x32) 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
SSAPI-Ver 

5.2.1032 String 

Spyware Pattern 
File 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
SSAPIPatternVer 

6.63 DWORD: Hexidecimal 
(HEX) format. Data 
must be converted to 
decimal to appear in 
the correct X.XXX.XX 
version format. 

Spyware Pattern 
Install Date 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
SSAPIPatternDate 

20080709 String = YYYYMMDD 

Spyware Active 
Monitoring Pattern 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
SSAPITMASSAPatternVer 

0.663.00 DWORD Hexidecimal 
(HEX) format. Data 
must be converted to 
decimal to appear in 
the correct X.XXX.XX 
version format. 

URL Filtering 
Engine 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
TMUFE-Ver 

2.0.1036 String 

Anti-Rootkit Driver 
(x32) 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
ROOTKIT-Ver 

2.2.1004 String 

Virus Cleanup 
Engine (x32) 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
TSC-Ver 

5.32.1011 String 

Virus Cleanup 
Template 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\Misc.\ 
TSCPatternVer 

966 DWORD hexidecimal 
(HEX) format. Data 
must be converted to 
decimal to appear in 
the correct XXX 
version format. 

Common Firewall 
Driver (x32) 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\PFW\ 
CFW-Ver 

3.3.1018 String 

Common Firewall 
Pattern 

HKLM\SOFTWARE\TrendMicro\ 
PC-cill inNTCorp\CurrentVersion\PFW\ 
CFWPatternVer 

10129 DWORD hexidecimal 
(HEX) format. Data 
must be converted to 
decimal to appear in 
the correct XXXXX 
version format. 
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Log Files 
The two log files in Table 3 are critical to monitoring the status of OfficeScan clients.  

Table 3 Critical Client Log Files and Values 

Log Type Location Sample File1
 File Components Component Description 

Virus 
Detection 

<Application 
Path> 2\Misc\ 
pccnt35.log 

20080701<;>1059 
<;>Eicar_test_file 
<;>10<;>1<;>0<;> 
C:\Documents and 
Settings\Administrat
or\Local Settings\ 
Temporary Internet 
Files\Content.IE5\ 
KPF06HN3\ 
eicar[1].com<;> 

1. 20080701 
2. 1059 

 
3. Eicar_test_file 
4. 10 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
5. 1 
 
 
 
 
 
6. 0 
7. C:\Documents 

and Settings\ 
Administrator\ 
Local Settings\ 
Temporary 
Internet Files\ 
Content.IE5\ 
KPF06HN3\ 
eicar.com 

1. Date in YYYYMMDD format 
2. Client Local Time in HHMM 

format 
3. Infection Name  
4. Scan Results. The pccnt35.log 

displays one of the following 
codes: 
0:  Cleaned successfully 
1:  Moved successfully 
2:  Deleted successfully 
3:  Renamed successfully 
4:  For real-time scans, it’s 
“pass > deny access” 
5:  Cleaned Fail 
6:  Moved Fail 
7:  Deleted Fail 
8:  Renamed Fail 
10: Cleaned Fail (moved) 
11: Cleaned Fail (delete) 
12: Cleaned Fail (rename) 
13: For real-time scans, it's 
“pass > deny access”. For 
other scan types, it's “passed” 
14: Cleaned Fail (move fail) 
15: Cleaned Fail (delete fail) 
16: Cleaned Fail (rename fail) 
25: Passed (OKed) a potential 
security risk  

5. Scan Type: 
0: Manual Scan 
1: Real-time Scan 
2: Scheduled Scan 
3: Scan Now Scan  
4: DCS Scan 

6. No use. 
7. Path to Infected File 

 
 
 
 
 
 
 
 
 
 
 
 

    

                                                           
1 Trend Micro log file data are separated using the following characters: an opening angle bracket “<”, a semi-colon “;”, and a closing angle 
bracket “>”  (“<;>”) 
2 The application path listed locally at: HKLM\SOFTWARE\TrendMicro\PC-cillinNTCorp\CurrentVersion\ 
Application Path 
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Log Type Location Sample File1
 File Components Component Description 

Web 
Reputation 
Services 
Blocks 

<Application 
Path>\Misc1\ 
OfcUrlf.log 

20080613<;>1641 
<;>0<;>http://www. 
proxify.com/<;>0B 
<;>Hacking / Proxy 
Avoidance<;>1<;>2 
<;><;>49<;><;>70 
<;> 

1. 20080613 
2. 1641 

 
3. 0 or 1 
 
 
 
 
4. http://www. 

proxify.com/ 
5. 0B 
6. Hacking / Proxy 

Avoidance 
7. 1 
8. 2 
9. blank 
10. 49 
11. blank 
12. 70 
 

1. Date in YYYYMMDD format 
2. Client Local Time in HHMM 

format 
3. Block Mode: 

0 = Process all URLs through 
the internal URL filter. 
1 = Block all URLs not in the 
Whitelist. 

4. Blocked URL 
 
5. Group Code 
6. Group Name 

 
7. Credibility Rating  
8. Policy ID 
9. Application Name 
10. Credibility Score 
11. IP Address of the URL 
12. Threshold Value 
 

 

Important File Versions 
Table 4 displays the name and version format of important OfficeScan files that should also be included 
any monitoring solution. 

Table 4 Critical Reporting File Versions and Locations 

File Information Location Sample Data Data Format 
TmListen Version <Application Path> 3\TmListen.exe 8.0.0.1257 R.R.H.BBBB 4

 

NtRtScan Version <Application Path>2\NtRtScan.exe 8.0.0.1189 R.R.H.BBBB 
PccNT Version <Application Path>2\PccNT.exe 8.0.0.1189 R.R.H.BBBB 
PccNTMon Version <Application Path>2\PccNTMon.exe 8.0.0.1189 R.R.H.BBBB 

 
 

                                                           
3 The application path listed locally at: HKLM\SOFTWARE\TrendMicro\PC-cillinNTCorp\CurrentVersion\ 
Application Path 
4 Trend Micro identifies release numbers using the following convention: R.R = Major Release (e.g., 8.0); H = HotFix Number (if any, usually 
this is 0); BBBB = Build Number (e.g., 1189). 
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Contacting TrendEdge Publications 
The Trend Micro TrendEdge team is always seeking to provide better solutions. Have a question or 
comment about this document? We would like to hear from you. Contact us at: 
 
sav@trendmicro.com 
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